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1. User Administration

Access the User Administration function to create and maintain user accounts and user groups in the Axibase
database. These accounts are stored in the Axibase database and any changes made to them apply when the

Axibase Server is restarted.

The key user management concepts implemented in Axibase are:

Table 1-1: User Management key concepts

Concept Definition

User Group Alogical collection of local user accounts.

Access Control List Alist of filers or filer groups that the user is authorized to access. For example:
(ACL) Access Controls

Object Type: Resources El

= User Resources =9 All Resources
=] 9119-FHA-5120264 & []Filers

=] CUPNTAPPO2 [ vFilers

Privilege (short for Indicates the user’s ability to access a resource from the ACL.

access privilege)

1 | Axibase Storage Reporter - Administration Guide



AXIBASE

Concept Definition
Permission An administrative action that the user can execute; for example, to edit storage
reports:

Permissions

Resource Configuration

E

Edit resource properties

Storage Reports

[ | View reports

[ | Add reports

[ | Edit reports

7] | Delete reports

User Accounts

[ | Add users

Edit users

Edit user permissions

Edit user ACL

o@o|o

Delete users

]

Impersonate users

User Groups

]

Add user groups

Edit user groups

Edit user group permissions

Edit user group ACL

Edit user group members

i o e

Delete user groups

Role A role is used to group several privileges so that they can be granted to users
simultaneously. Axibase supports only Admin Role, which allows users to
execute all administrative actions.

1.1 User Groups

You can setup user groups to manage privileges and permissions for multiple users at the same time. A user
can be a member of one or more user groups.

The user's privileges and permissions are determined from what is granted to them directly as well as to any
user group to which they belong.

1.1.1 Creating a User Group:

1. Open Admin » User Groups page.

2 | Axibase Storage Reporter - Administration Guide
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2. Click the Add Group button.

3. Complete all form fields as described in Table 1-2. Fields marked with ® are mandatory.

User Group

Name

Email

Admin

Comment

Axibase_power_users

support@axibase.com

Group for power users

Table 1-2: User Group properties

Property Description
Name The name of the group.
Email If a valid email address is specified for the group, it will be eligible for template report
delivery.
Admin If:
> checked, an Admin role to the group’s members is granted so that they can
undertake administrative functions
> unchecked, members of the group have no specific role and are classed as normal
users. They will have the default permissions specified in Section 1.4.
Comment Enter any relevant comment about the group.
ACL Displays the Access Controls page, which is used to grant resource access to the
group. See Section 1.3 for details.
Permissions Displays the Permissions page, which is used to grant permissions to the group. See
Section 1.4 for details.
Members Displays the Group Management page, which is used to add members to the group.

See Section 1.1.3 for details.

4, Click Submit.

3 | Axibase Storage Reporter - Administration Guide
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1.1.2 Deleting a User Group

1. Open Admin » User Groups page.
2. Select the required group by clicking its name in the User Groups table.

User Groups

1D Name Email Comment ACL Permissions Members
5 Isuppart@axibase.com Group for power users edit edit edit
6 Admin Group admin@axibase.com Admin Admin edit

3. Click the Delete button.

1.1.3 Adding members to the User Group

1. Open Admin » User Groups page.

2. For the required group, click edit in the Members column.

User Groups

114 Name Email Comment ACL Permissions Members
5 Awibaze power users | support@axibase.com | Group for power users edit edit I I
6 Admin Group admin@axibase.com Admin Admin edit

3. Click a user name at the right of the screen, hold down the left mouse button and drag to the
Members folder in the left pane, and then release the button.

Group Management

Axibase power users

= All Users
=] Administrator
=
=] dbadmin
=] swen

Save

4. Click Save to commit changes.

4 | Axibase Storage Reporter - Administration Guide
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5. Torevert the Members and All Users panes to the last saved state, click Reload before saving any
changes you have just made.

1.1.4 Removing a Member from the User Group
1. Having selected the desired members of the group, move your mouse cursor over a user name in the left
pane and click the right mouse button.
2. C(Click Remove in the menu that appears.

Group Management

Axibase power users

=3 Members =34l Users
=) d ba.:lm' =] Administrator
E] swen : ] test
Stest Bl dbacmin
=] swen

3. Press Submit to commit changes.

1.1.5 Viewing Group Membership for a User

1. Open Admin » Users page.

2. On the Local Accounts table, click the required user name.

User Accounts

Local Accounts

ID Name Full Name Email ACL Permissions Audit Weekly Logins Last Login Status Comment
L] 1 | Administrator Administrator support@axibase.com Admin Admin view 89 15-Sep-10 15:09:48 ]
& 5 test test test@axibase.com edit edit view [} ]
a 6 dbadmin dbadmin dbadmin@axibase.com edit edit view [} ]
& | 13 Shuai Wen shuai.wen@gen-national.com | edit edit view 2 15-Sep-10 15:09:20 L]

3. The Groups field on the User Account page lists all groups where this user is a member.

6 Admin Group

Groups

8 Axibase power users

To verify the effective privileges and permissions for a user, you can ‘impersonate’ any user account to access
the application with the target user’s credentials. Impersonation can also be helpful when:

5 | Axibase Storage Reporter - Administration Guide
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> troubleshooting problems appear

> or any other tasks that need to be performed with user’s credentials

1.1.6 Impersonating a User

1. Open Admin » Users page.
2. Click & against the appropriate user.

Figure 1-1: Impersonation of a user account.

D Name Full Name Email ACL Permissions Audit Weekly Logins Last Login Status Comment
[ | 1 | Administrator Administrator support@axibase.com Admin Admin view 115 17-Sep-10 16:34:09 [ ]
& 5 |test test test@axibase.com edit edit view 0 ]
& 6 | dbadmin dbadmin dbadmin@axibase.com edit edit wview 0 |
15 | axibaze user axibase_user mira.fedorenko@axibase.com | edit edit view 7 16-Sep-10 17:14:34 ]
& 16 | swen Shuai wen shuai.wen@gen-national.com edit edit view 1] ]

3. Press OK in the popup window.

4. You can then undertake the required actions.

1.2 User Accounts

A user account is an account that is created and managed directly by the Axibase Storage Reporter.
To view user accounts, open the Admin » Users page.

Figure 1-2: User Account Management

User Accounts

Local Accounts

1D Name Full Name Email ACL Permissions Audit Weekly Logins Last Login Status Comment
| 1 | Administrator Administrator support@axibase.com Admin Admin wview 64 01-Oct-10 15:51:21 |
& 5 | test test test@axibase.com edit edit wview o |
& 6 | dbadmin dbadmin dbadmin@axibase.com edit edit view 0 |
& | 15 |axibase user axibase_user mira.fedorenko@axibase.com | edit edit view 3 29-Sep-10 16:43:05 |

The accounts table contains the following columns:

Table 1-3: User Accounts table.

Label Description

™ (online) Displays a green icon if the user is currently logged in to the application.
& (impersonate) Provides a means of accessing the application with the user’s credentials.
ID A unique numeric identifier for the local user account.

6 | Axibase Storage Reporter - Administration Guide
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Label Description

Name User name.

Full Name A complete version of the name, which may be the same as the user name.
Email Email address of the user.

ACL Alink to Access Control List page. This displays ‘Admin’ if the Admin role is

assigned, otherwise a link to edit the entry.

Permissions Link to Permissions page. It displays either:

> Admin if the Admin role is assigned, which allows access to all resources and
actions; no changes to these permissions are permitted.

> Alink to edit permissions.

Audit Alink to the audit trail for the user.

Weekly Logins The number of logins by the user over the last 7 days.
Last Login The date and time of the last login event.

Status Indicates if the user is locked (red) or unlocked (green).
Comment Any relevant comment.

1.2.1 Adding or Deleting a User

1. Click the Add User button.

2. Enter the user’s details as described in Table 1-4. Mandatory input is marked with =.

7 | Axibase Storage Reporter - Administration Guide
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User Account

User Name = swen

Email ® | shuai.wen@agen-national.com
First Name Shuai

Last Name Wen

Password u

Confirm Password L]

Admin ]

Locked |

=

Force password reset

LDAP account

O O

CpenlD account

Comment

Table 1-4: User Account form

Label Description

User Name The name that is used for login.

Email User’s email address.

First/Last Name User’s full name.

Password/Confirm A password must be specified for use at login, unless either LDAP account or
Password OpenlID account is checked. If a password is required, input twice for

accuracy and to avoid errors.

Admin Is checked to grant the user an administration role.

Locked Check to prevent the user accessing ASR. Once the account is locked, the user
will not be able to log in into the application.

Force password reset Indicates, if checked, that the user has to enter a new password at the next

8 | Axibase Storage Reporter - Administration Guide
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Label Description

login. This redirects them to the password reset page.

OpenlID account. Enables the user to login using OpenlID credentials, if checked.

Comment Any relevant comment.

3. On completion, click Submit to create an account.
4. Click Delete to delete the account.

Note: Axibase database stores an MD5 hash code of a user’s password rather than a plain text version of
the password itself. This ensures that passwords are not compromised in the event of security breach.

Note: The default setting is for login credentials to be transmitted in plain text between the user’s
browser and the Axibase Server during the authentication stage. It is recommended that you configure
the Axibase web server for secure socket layer (SSL) connectivity in high security installations.

1.2.2 Granting the Same Access Control Privileges to Multiple Users

In a large environment, you often need to provide the same set of access control privileges and permissions
to several users. For example, you may have a list of resources comprising an application and a list of users
supporting this application. Instead of assigning privileges for each user account individually:

> Create a User Group

> Add respective users to the group as members

> Create a Resource Group comprising the specified filers
> Add it to the user group’s ACL.

This approach simplifies the ongoing user management since you can grant and revoke all privileges at the
user group and resource group levels. By adding a user to the user group, you ensure that the user
automatically inherits its privileges and permission. By adding a server to the resource group, you ensure
that all members of the user group have access to the new server.

Create a user group as described in Section 1.1.
Add users to the group as defined in Section 1.1.
Open Admin » Resource Groups page.

Create a resource group comprising the specified servers as described in Section 2.1.

A

Open Admin » User Groups page, select the group and click the ACL edit link.

User Groups

iD Name Email Comment ACL Permissions Members
6 Admin Group admin@axibase.com Admin Admin edit
8 Axibase power users | support@axibase.com | Group for power users I I edit edit

9 | Axibase Storage Reporter - Administration Guide
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6. On the Access Controls page, select Resources from the Object Type drop-down list.

7. Drag the resource group and drop it onto the Group Resources node in the left pane.

Access Controls

Axibase power users

Object Type: Resources | w|

=3 All Resources

@ [CJFilers

=5 vFilers
=] BLRCORPDIROL
=] BLRHOMEDIRO1
=] GRENDEL
ES|JRSHOMEDIRO1]
=] JRSHOMEDIRDZ
= MARS
=] TLHHOMEDIRO1
=] TLHHOMEDIRO2
=] TLHHOMEDIRO3
=] TLHSMFLR1
= VCSB351
EVNEWBRAUN
EVNEWCDRDELIA
EVNEWGARBD m
EVNEWMEI'RD
=] VNEWOSTER -

& =] RSHOMEDIRO1

m

8. Click Save to commit the changes.

Note: Creating shared user accounts as a ‘proxy’ for group accounts (where multiple users login in to
Axibase with a shared username and password) is discouraged. In addition to creating potential security
vulnerabilities, this approach prevents users from configuring personalized settings.

Note: You can configure other user options in the Admin » Settings » User section (see Section A.1 in
the Appendix for details).

Default account: Axibase database has the default Administrator account created during the installation
process. You can use this account for initial login and create additional user accounts. However, you should
then modify the Administrator password from the default value specified in the installation guide.

1.2.3 Resetting the Default Administrator Password

Open the ..\AxibaseServer\ config\ config.properties file.
Add the parameter DATABASE.RESET.ADMINISTRATOR=true and save the file.

Restart the AxibaseApp service.

N

Remove DATABASE.RESET.ADMINISTRATOR from the config.properties file and save the file.

1.3 Access Control List (ACL)

Use the Access Controls page to grant the user or user group access to Resources.

To display the Access Controls page, open Admin and select either the Users or User Groups page. Click the
ACL edit link.

10 | Axibase Storage Reporter - Administration Guide
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1.3.1 Granting Access Privileges to a Resource

1. Dragaresource and drop it onto the Group/User Resources node in the left pane.

Access Controls

Object Type:

Resources E|

=245 User Resources

[E]9119-FHA-5120264

=] CUPNTAPPO2
@ mvars

=23 All Resources

@ [CJFilers

=g vFilers
=] BLRCORPDIRO1
=] BLRHOMEDIRO1

=] GRENDEL

=] IRSHOMEDIRO1
RSHOMEDIROZ

=] TLHHOMEDIRO1
=] TLHHOMEDIRO0Z
=] TLHHOMEDIRO3

=] TLHSMFLR1
Evcsesst
=] YNEWBRAUN

=] VNEWCORDELIA

=] VNEWGARBO
=] YNEWMETRO
=] YNEWOSTER

2. Click and drop to commit the changes.

1.4 Permissions

You can grant permissions to the accounts. These allow the user to perform specific administrative tasks

without having a full Administrator role.

1.4.1 Granting and Revoking Permissions

1. Open Admin » Users or User Groups page.

2. Click the Permissions edit link.

m

3. Check or uncheck the box to grant or revoke the permission.

1D Name Full Name Email ACL Permissions Audit Weekly Logins Last Login Status Comment
| 1 | Administrator Administrator support@axibase.com Admin Admin vigw 67 22-Sep-10 10:27:16 |
a 5 | test test test@axibase.com edit edit view o |
a ] dbadmin dbadmin dbadmin@axibase.com edit edit view 0 u
8 15 | axibase user axibase_user mira.fedorenko@axibase.com | edit edit view 9 20-Sep-10 14:12:44 | |
& 16 | swen Shuai Wen shuai.wen@gen-national.com edit i i vigw 4 17-Sep-10 18:10:29 |
| S—
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Permissions

Resource Configuration

IE

Edit resource properties

Storage Reports

=l

iew reports

=

Add reports

]

Edit reports

]

Delete reports

User Accounts

Add users

]

Edit users

Edit user permissions

Edit user ACL

Ooooo

Delete users

|:| Impersonate users

User Groups

IAl:Il:I user groups
‘lEl:Iit user groups

|E|:|it user group permissions

Edit user group ACL

Edit user group members

ooiO

Delete user groups

4. Click Save to commit the changes.

The permissions that are granted to all users by default include:

>

>

>

Viewing information on resources that are included in the user’s effective ACL
Viewing predefined reports on resources that are included in the user’s effective ACL
Creating charts on resources that are included in the user’s effective ACL

Signing up for server emails

Exporting data into a variety of formats, such as CSV and PDF, on resources that are included in the user’s
effective ACL

Sharing information with HTTP API on resources that are included in the user’s effective ACL.

1.5 Audit

Axibase keeps track of the following user activity in its database:

>

User login

12 | Axibase Storage Reporter - Administration Guide



v

User logout

1.5.1 Viewing the User Audit Log

Open Admin » Users page.

AXIBASE

Click the Audit view link for the required user.

Remote command execution including command text and output.

Adapter Name Full Name Email ACL Permissions Audit Weekly Logins Last Login Comment
& | Adapter: 1 | GUESTO1 Guestdl All edit view 0
& | Adapter: 1 | GUESTD2 Guest02 All edit view 0
& | Adapter: 1 | GUESTD3 Guestd3 test@axibase.com All edit view 1 16-5ep-10 18:55:58
S | adapter: 1 | SPIDER Spider Test User edit edit view 0
) Adapter: 1 | SYSADMIN SYSADMIN All adit i i 22 22-5ep-10 13:08:33
| S—

On the Audit Log page, you can view a list of events associated with the user. Content is described at

Table 1-5.

Audit Log

User: SYSADMIN

Time Event Properties

22-5ep-10 13:08:48 Logout
22-5ep-10 13:08:33 | Login {Host=SVOSWGNTB002}
21-Sep-10 19:13:16 Logout
21-Sep-10 19:13:12 | Login {Host=SVOSWGNTB002}
21-Sep-10 18:29:20 Logout
21-Sep-10 18:29:12 | Login {Host=SVOSWGNTB002}
21-Sep-10 17:02:14 Logout
21-5ep-10 15:50:19 | Login {Host=192.168.0.104}
21-Sep-10 15:41:14 Logout
21-Sep-10 14:40:37 Login {Host=SVOSWGNTBOOZ}
21-Sep-10 13:42:13 Logout
21-Sep-10 11:59:42 | Login {Host=SVOSWGNTB002}
20-Sep-10 21:13:12 Logout
20-Sep-10 19:17:29 | Login {Host=SVOSWGNTB002}
20-Sep-10 18:30:28 Logout
20-5ep-10 13:25:19 Login {Host=SVOSWGNTBOOZ}
20-5ep-10 13:23:38 Logout
20-Sep-10 13:22:33 Logout
20-Sep-10 13:22:27 | Login {Host=SVOSWGNTB002}
20-Sep-10 13:22:20 Logout
20-Sep-10 13:21:05 | Login {Host=192.168.0.104}
20-Sep-10 13:01:49 Login {Host=SVOSWGNTBOOZ}
20-5ep-10 13:00:33 Logout

4. Click the Clear Log button to clear the audit log, if no longer needed.
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Table 1-5: Audit Log table description

Column Description

Time The date and time the event occurred.

Event The type of event, such as user login, user logout or remote command execution.
Properties Any extended event properties.
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2. Resource Management

2.1 Resource Groups

Resource groups represent logical collections of filers that are created for administrative purposes and for
report filtering.

To view the list of current resource groups, open the Admin » Resource Groups page.

Figure 2-1: Resource Groups table

Resource Groups

D Name Update Query Host Group Members Member Count
12 | LAM Hosts [C] ip like '192% Yes [edit] 24
13 Linux Production [edit] N/A
3 | Siebel [edit] 2
4 Siebel Prod [edit] 1
5 Siebel Staging [edit] 1
6 Windows Production [edit] 4
2 WinProd [edit] 1
1 Workstations [edit] 2
[ Add Group ] [ Update All ]

2.1.1 Creating a Resource Group

Note: Fields marked = are mandatory input.

1. Open Admin » Resource Groups page.
2. Click Add Group button to enter group information.

3. Create a manually managed group by entering its Name and selecting Manual from the Update Mode
drop down list.

Add Group

IName L} |Li|"ILI)( Production| ||

Member Query

IUpdate Mode Manual [=] |

4. Click Submit. The Edit Group page appears and group creation is confirmed.
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Edit Group
i) 10
Name linux_production
Name = |Linux Production

Member Query

Update Mode Manual [=]
[Submit| [Delete| [Members ]
Resource group created: name= linux_production ; label= Linux Production

2.1.2 Deleting a Resource Group

1. Open the Edit Group page.
2. Click the Delete button.

You can access the Resource Member management page by clicking the Members [edit] link for the required
group.
Figure 2-1: Resource Groups List

Resource Groups

1D Name Update Query Host Group Members Member Count
12 | LAN Hosts G ip like '192%' Yes [edit] 24
13 Linux Producticn I [ 1 | MfA
3 | Siebel [edit] 2
4 Siebel Prod [edit] 1

Alternatively, click the Members button on the edit Group page.

Edit Group
1] 13
Name linux_production
Name L] Linux Production

Member Query

Update Mode Manual El

[ submit | [ Delete |

2.1.3 Adding and Removing Resources for the Group

1. Toadd aresource, drag a selected filer from the right pane onto the left pane.
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Group: Linux Production

== Linux Production =5 Resources

=] TLHHOMEDIRO1 [ ]Filers

=] TLHHOMEDIRO3 == vFilers
=] BLRCORPDMRO1
=] ELRHOMEDIRO1
5 GREMNDEL
=] IRSHOMEDIRO1
=] JRSHOMEDIROZ
=|MARS
=] TLHHOMEDIROL
=] TLHHOMEDIRDZ
5 TLHHOMEDIRO3
=R

= vCsSB551

=] TLHSMFLR1

|3

m

To remove a resource from the group, click its name with the right mouse button and click Remove in the

context menu.

2. Click the Save Tree Changes button to commit changes.

Use text area fields at the bottom of the page, instead of the tree-based graphs, to add or remove several
resources for the created group quickly. Click the Save Text Changes button to commit the changes.

Figure 2-2: Specifying resource members using text area fields

TLHHOMEDIRO1 TLHHOMEDIROS

| Save Text Changes |

2.2 Query-Based Groups

Resource groups may be defined by a Property Query, which can reference resource properties to
dynamically select resources included in the group.

2.2.1 Creating a Query-Based Resource Group
1. Open the Edit Group page.

2. Enter the query text in the Member Query text box. An example query might be as follows:

IP_Address LIKE '10.10.*' AND type = 'host’
3. Press Submit to commit the changes.

The expression can reference:

> pre-defined resource properties, which are specified in Table 2-1
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> custom properties that you import, as described in Section 5.1

The resource is automatically added to the group if the expression evaluates to true. If it evaluates to false for
an existing member, the resource is removed from the group.

Note: Parameter names are case-insensitive. To reference agent or host parameters, use agent.ip or
host.ip notation.

Table 2-1: Predefined resource properties

Name Example Description

host SVOHOMEDIRO01 Hostname of the filer

ip 50.12.127.1 IP v4 address.

instance /vol0 Volume name, aggregate name, etc.

group drFilers (group like ‘dr*’) | Comma-separated list of groups to which the agent and

the host belong.
Table 2-2: Supported Operands

Operands Description Example Example description

“e=" >=", Special symbols (operators) that host like Includes resources on hosts that

“I=" =", “>" | perform specific operations and ‘SVLAPP* start with SVLAPP; e.g.

“<” then return a result. Binary SVLAPPO1.
operators compare the values of
two variables and return a boolean
value.

“LIKE” Determines whether a specific host.ip like Includes servers with an IP

/“NOT LIKE” | character string matches or does 192.168.* address starting with 192.168.
not match a specified pattern.

“MATCH” Checks whether the value on the left | match host Includes hosts hostname starting
side matches the regular expression | ‘*SVL[0-9 a-z A- | with ‘SVL’ and including only 0-9,
on the right side (according to the VA ks a-z, A-Z characters.

Sun JVM 1.4.x implementation).

? The operand is equivalent to SQL Id 7 ’svoflr01, Includes hosts with identifiers

operand IN ‘valuel, value2,..’ svoflr2’ svoflr01 and svoflr2.
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2.3 Query-Based Update Options

Once the property query is defined, two drop-down lists on the Edit Group page determine how the group is
updated:

Figure 2-3: Query-Based group update options

Edit Group
i) 12
Name abc
Name u LAN Hosts
Member Query ip like '192%
<
Update Mode Scheduled [ ]
Host Group Yes E|

[Submit | [Delete| [Members || [Update |

For Update Mode, select:

> Manual if new members of the group are not to be added unless you click Update. Updates may be
performed at any time to include resources that may have been added to the environment.

> Scheduled to have ASR periodically check for resources that meet the query criteria. ASR normally checks
for new resources hourly.

To update all existing resource groups, click the Update All button on the Resource Groups page (see Figure
2-1).
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3. Storage Reports
3.1 Import Storage Report Files

1. Click the Admin tab in the top menu.
2. Click the Storage Reports link.
3. Click on the Import button, and attach the XML file.

Import Storage Reports

Auto-enable: Na [«]

Choase File | o file chosen

4. Set Auto-enable option to true.
5. Ensure that each report file is enabled.

6. Click Submit.

Figure 3-1. Storage Reports List

Storage Reports
[Add] [Enable] [Disable] [Export] [Import]
ID Name Type Category Grouping

] 13 Total Capacity by Space Type: {usableDizkSize kbl Dizk Capacity
] 14 | Total Capacity by Location: {usableDiskSize kbl Dizk Capacity Location
] 15 Total Capacity by Environment: {usableDiskSize kbl Dizk Capacity Environment
] 16 Production Capacity by Location: {usableDiskSize kbl Dizk Capacity Location
] 17 | Available Capacity by Location: {available kbl Dizk Capacity Location
] 18 | Available Capacity by Environment: {available kb} Dizk Capacity Environment
L] 20 Aggregate Utilization by Location. Avg: {aggrSizeUsedPct pet Disk Utilization Location
L] 21 Wolume Utilization by Location. Avqg: {volumeSizeUsedPct pect} Disk Utilization Location

Figure 3-2. Setting status to [Enabled] in the Storage Report Editor
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Storage Report Editor

Overview Grouping Filter= Properties

Mame Total Capacity by Space Type: {usableDiskSize_kb}
Status Enabled [~]
Type Disk [+

3.1.1 Sample Reports

Sample report definitions are available at http://www.axibase.com/files/storage report definitions.zip. The
samples assume that ASR has been populated with at least 2 filer properties: Location and Environment.

To import the samples:

1. Extract xml file from the archive: storage_report_definitions.xml
2. Login with administrative privileges (e.g. as Administrator)

3. Repeat the steps described in Section 3.1

4. Attach storage_report_definitions.xml file

5. Set Auto-Enable option to true

6. Click Submit
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3.2 Managing Storage Reports

You can view the Storage Reports list by opening Admin and selecting the Storage Reports page. In addition

to Admin users, this page can be accessed by regular users who have the appropriate permissions (Storage
Reports View/Add/Edit/Delete). At this page, you can:

> View the list of storage reports, with information described in Table 3-1.

> Exportand import storage reports.

> Open the Storage Report Editor to edit, or delete a storage report.

Table 3-1: The storage report list description

Column Description

Status A square icon that specifies the status of the storage report: enabled (=) or
disabled (m). A disabled storage report is not executed and is not displayed on
the Navigator page.

ID A unique identifier assigned to the storage report.

Name Name of the report as it appears on the storage report dashboard. The name can
include placeholders for metrics for all filers in this report. Placeholder must be
encoded as {metricname}, {metricname_kb} or {metricname_pct} where _kb and
_pct suffix denotes a format applied to raw metric value.

Type Type is specified at the time the report is created. It cannot be changed for
existing reports. Each report type provides its own set of metrics and drill-down
implementation. Refer to Chapter ‘Metrics’ for the list of metrics accessible
within each report type.
disk - Disk space analysis
aggregate — Aggregate usage analysis
volume - Volume usage analysis by filer
asset - Filer analysis
server - Volume usage analysis by server

Category Specifies the tab on which the report is placed in the storage report dashboard

Grouping Alogical collection of similar storage reports based on a certain parameter.

Sorting Specify the sorting parameter.

Top-N Identify the desired number of the Top-N instances displayed.
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Column Description
Chart Type Pie or bar chart.
Display Display storage reports for all users.

Index

Specify the index to locate the report in the storage report dashboard. The
highest index will locate the report in the top left corner of the dashboard.

Figure 3-3: Storage Reports table

Storage Reports

[2dd] [Enable] [Disable] [Export] [Import]

ID Name Type Category Grouping
| 13 Total Capacity bv Space Tvpe: {usableDizkSize kbl Drisk Capacity
] 14 | Total Capacity bv Location: {usableDiskSize kb} Drisk Capacity Location
| 15 Total Capacity by Environment: {usableDiskSize kbl Drisk Capacity Environment
] 16 Production Capacity by Location: {usableDiskSize kbl Disk Capacity Location
| 17 Available Capacity by Location: {available kb Drisk Capacity Location
| 18 Available Capacity by Envircnment: {available kb} Drisk Capacity Environment
| 20 Aggregate Utilization by Location. Avg: {aggrSizeUsedPct pct Disk Utilization Location
| 21 Volume Utilization by Location. Avg: {volumeSizeUsedPct pct Disk Utilization Location

3.3 Editing Storage Report Properties

Click the storage report name in the Storage Reports list to open the Storage Report Editor.

1D Name Type Category Grouping Sorting
m 13 | Total Capacity by Space Tvpe: {usableDiskSize kb} Disk Capacity
| 14 | Total Capacity by Location: {usableDiskSize kb} Disk Capacity Location usableDiskSize
| 15 | Total Capacity by Environment: {usableDiskSize lkb} Disk Capacity Environment usableDiskSize
m 16 Production Capacity by Location: {usableDiskSize kb} Disk Capacity Location usableDiskSize
| 17 I I Disk Capacity Location available
m 18 | Available Capacity by Environment: {available kb} Disk Capacity Environment available
] 20 | Aggregate Utilization by Location. fvg: {agarSizelsedPct pot Disk Utilization Location aggrsizelsedPct

Here, you can:

> C(lick the Overview, Grouping, Filters, and Properties tabs to edit and save different storage report
properties.

> Delete the storage report by clicking the Delete button.
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Figure 3-4: Basic Storage Report Editor Controls
Storage Report Editor

| Overview Grouping Filters Properties

MName

Status

Type
Category
Display
Display Index
Drill-down

Chart Type

Format

Description

3.3.1 Storage Report Overview

Figure 3-5: Storage Report Editor Overview tab

Storage Report Editor

Overview Grouping Filters Properties

MName

Status

Type
Category
Display
Display Index
Drill-down
Chart Type

Format

Description

Save Delet

]
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At this tab, you can edit basic storage report properties:

Table 3-2: Overview tab options

Property

Description

Name

Name of the report as it appears on the storage report dashboard. The name
can include placeholders for metrics for all filers in this report. Placeholder
must be encoded as {metricname} , {metricname_kb} or {metricname_pct}
where _kb and _pct suffix denotes a format applied to raw metric value.

Status

Report is not visible on the storage report dashboard if its Status is set to
disabled. If volume mapping is disabled, storage report with type="server’
will not be displayed on the dashboard even if their status is set to ‘Enabled’.

Type

Type is specified at the time the report is created. It cannot be changed for
existing reports. Each report type provides its own set of metrics and drill-
down implementation. Refer to Chapter ‘Metrics’ for the list of metrics
accessible within each report type.

disk - Disk space analysis

aggregate — Aggregate usage analysis
volume - Volume usage analysis by filer
asset - Filer analysis

server - Volume usage analysis by server

Category

Specifies the tab on which the report is placed in the storage report
dashboard

Dashboard

Specifies if the report should be displayed on the storage report dashboard

Drill-down

Specifies if the report supports drill-down (on click). Not all report types
support drill-down.

Chart Type

Pie or bar chart.

Format

Controls how values are formatted on the charts. Supported values are kb
and pct.
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3.3.2 Storage Report Grouping

Figure 3-6: Storage Report Editor Grouping tab

Storage Report Editor
Grouping Filters Properties

Group Property Location

Group Property Values
Nested Group Property

Nested Group Property Values

Sort Metric Available [+] Dpirection: |DESC[+]
Top Limit 8 El Minimum Value:

Ignore Empty Values No El Empty Group Name:

Ignore Other No [«]

Display Metric [1] -- Select -- El

Display Metric [2] -- Select -- El

Display Metric [3] -- Select -- El

Display Metric [4] -- Select -- E|

At this tab, you can configure grouping settings of the storage reports.

Table 3-3: Grouping options

Label Description

Group Property Name of the filer property such as ‘Location’ or ‘Environment’ for
dynamically grouping filers into logical groupings. For example, all filers
with ‘Location’=Cupertino can be added to a grouping called ‘Cupertino’ for
the purpose of generating the report. Each grouping exposes the same
metrics as individual filers, for example, totalDiskCount or volumeSize.

Group Name - reserved -

Sort Metric Specifies the metric which should be used for ordering groupings. Example:
usableDiskSize. [applicable if Group Property is defined]

Sort Direction Specifies the order direction which should be used for ordering groupings.
[applicable if Group Property AND Sort Metric is defined]
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Label

Description

Top Limit

Specifies the maximum number of groupings to be displayed on charts and
grids. The limit is applied after sorting. Ignored if set to 0. [applicable if
Group Property AND Sort Metric is defined]

Top Minimum Value

Specifies a minimum value for sort metric which must be exceeded by
groupings to be displayed on charts and grids. The filtering is applied after
sorting. [applicable if Group Property AND Sort Metric is defined]

Ignore Empty Values Specifies whether filers with undefined Group Property value should be
ignored (not displayed on charts and grids). [applicable if Group Metric is
defined]

Empty Group Name Specifies the name of the grouping containing filers with undefined Group

Property value. Default is ‘Other’. [applicable if Group Property is defined]

3.3.3 Storage Report Filters

Figure 3-7: Storage Report Editor Filters tab

Storage Report Editor

Grouping

Filter

Location

Filter

Environment

Filters

On the Filters tab, you can set and configure a variety of filters. Use this feature to sort reports and avoid

redundancy of information.
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Label Description

Property Name of the property such as ‘Location’ or ‘Environment’ for filtering filers.

Include ; separated Property values. If the Property value for the given filer matches
one of ‘Include’ properties, the filer is included in the report.

Exclude ; separated Property values. If the Property value for the given filer matches
one of ‘Exclude’ properties, the filer is excluded from the report.

Expression An expression which can reference any filer properties. If the expression
evaluates to true, the filer is included from the report.

Static TRUE - apply filter to all filers and do not display it on the drill-down page.
FALSE - apply filter to all filers and display it on the drill-down page.

Implementation notes:

1. If Expression is defined, Include and Exclude properties are ignored.

2. Multiple filters can be combined within the same report
3. Non-static filters with defined Property name but undefined Include, Exclude, Expression properties
are only applied on the drill-down page (see Environment filter example above).

3.3.4 Storage Report Properties

Figure 3-8: Storage Report Editor Properties tab

Storage Report Editor

Buervien Groupg Properties |

Property

Table 3-5: Properties options

Label Description

Property Name = Value for specifying custom properties specific to each report type.
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4. LDAP
4.1 LDAP Configuration

Axibase provides two options for user authentication:

> Authentication against the embedded database where passwords are stored as MD5 hash codes

> Authentication with LDAP (the required process is described in Section 4.1.2).

4.1.1 Completing the LDAP Parameters

To enable LDAP authentication for user accounts, complete the LDAP parameters in the Admin » Settings »
LDAP section, as illustrated below.

Figure 4-1: LDAP settings

| - LDAP

Yes
192.168.1.104

FORT 389
sysadmin
---------
cn=Users,dc=vm2,dc=axibase,dc=com

el

Yes El

USER FILTER sAMAccountName=4{0}

ssL No [+ ]

In addition to configuring LDAP settings as shown, you must explicitly enable each local user account for
LDAP authentication, as described next.

4.1.2 Enabling LDAP Authentication for a Local User Account

1. Open Admin » Users page.
2. Select the required user account from the Local Accounts table.

3. Check LDAP account on the User Account page.
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User Account

User Name L SWen
Email = zhuyaj.wen@gen-national.com
First Name Shuai
Last Name Wen
Password L]
Confirm Password L]
Admin |
Force password reset |:|
I LOAP account |
Cpenll account |:|
Comment
[ Submit ] [ Delete ]

4. C(Click Submit.

4.2 LDAP Troubleshooting

LDAP authentication and configuration errors are written to the Axibase server log at INFO, WARN and
ERROR levels. To troubleshoot LDAP problems, open Admin » Error Logs » Current Log and check for
messages generated by MsActiveDirectoryAuthenticator class. For example:

Scenario 1: User account found. Password is correct

INFO MsActiveDirectoryAuthenticator.createBaseDirContext(111) : Base MSAD directory context configured in 3 millis.

INFO MsActiveDirectoryAuthenticator.checkAuthentication(148) : LDAP authentication started. Principal: [johndoe]

INFO MsActiveDirectoryAuthenticator.createSearchAttrs(101) : Performing directory service search. Search attr name:
[sAMAccountName]. Search attr value: [johndoe]

INFO MsActiveDirectoryAuthenticator.findUserDistinguishedName(194) : Principal: [johndoe] found in directory service in 2 millis.
INFO MsActiveDirectoryAuthenticator.checkAuthentication(158) : login ok for johndoe in 27 millis.

INFO LoginUser.service(249) : login user johndoe : 35 millis

INFO AclLookup.get(131) : loading acl cache for id= 2 : type=1

Scenario 2: User account found. Password is incorrect

INFO MsActiveDirectoryAuthenticator.createBaseDirContext(111) : Base MSAD directory context configured in 15 millis.
INFO MsActiveDirectoryAuthenticator.checkAuthentication(148) : LDAP authentication started. Principal: [johndoe]
INFO MsActiveDirectoryAuthenticator.createSearchAttrs(101) : Performing directory service search. Search attr name:
[sAMAccountName]. Search attr value: [johndoe]
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INFO MsActiveDirectoryAuthenticator.findUserDistinguishedName(194) : Principal: [johndoe] found in directory service in 112
millis.

INFO MsActiveDirectoryAuthenticator.checkAuthentication(164) : MSAD authentication failure. Invalid credentials. Principal DN:
[CN=]ohn Doe,CN=Users,DC=vm2,DC=axibase,DC=com] in 47 millis.

Scenario 3: LDAP server connection reset

INFO MsActiveDirectoryAuthenticator.checkAuthentication(127) : LDAP authentication started. Principal: [U334566]

INFO MsActiveDirectoryAuthenticator.createSearchAttrs(87) : Performing directory service search. Query:

sAMAccountName=U334566]

ERROR MsActiveDirectoryAuthenticator.checkAuthentication(147) : LDAP search error in 0 millis.
javax.naming.CommunicationException: Connection reset [Root exception is java.net.SocketException: Connection reset];

remaining name 'ou=axibase,ou=users,ou=accounts,dc=vm2,dc=axibase,dc=com'

4.2.1 Troubleshooting Base Names or Bind User IDs
1. Download JExplorer LDAP Browser from: http://www.jxplorer.or
2. Unzip the downloaded file.
3. Click jxplorer.bat.

4. Enter AD access credentials, as shown here:

Fe =

4 Couldn't Connect: Try Again 3
Host: 1921681 104 Port 389
Protocol: LDAP w3
DSEML Service:

Optional Values
Base DN ch=lsers de=vm2 dc=axibase dc=com
Security

Level User + Password
User DN sysadmin
Password: TETEEXRTE

Use a Template

Save Delete Default

OK Cancel Help

5. Locate in the object tree the user account that cannot login into Axibase.
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6. Click the user name and then click the LDIF option in the top menu.
7. Click the Export Subtree option and export to a file, such as user.ldif.
8. Send the exported file to Axibase support for assistance

Alternatively, you can use exiting tools such as Active Directory Users, Computers MMC or Citrix Access
Gateway Administration to determine correct LDAP settings for your environment.
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5. Configuration

5.1 Resource Properties

Custom resource properties provide end users with a convenient means of accessing key configuration
properties of the monitored resources. These resources can be location, environment, priority, storage type,
application group and hardware model/type.

v W

5.1.1 Loading Resource Properties in CSV Format

Open Admin » Configuration page.

Click the Resource Properties [Load] link.

Specify CSV column names in the Property Name field.
Enter comma () in the Token field.

Paste CSV text into the Key/Value Pairs text area field.

Import Resource Properties

Property Mame Hostname,Location, Environment,5torage Type

Token

svof1r0l-prd. corp. axibase. com,Cupertino,Production,Primary
Key/lalue Pairs | svoflr02-stg. corp. axibase. com,Cupertino, Staging,Primary
svof1r03-prd. corp. axibase. com,Cupertino,Production,Backup

Ensure that the first row in CSV text contains data rather than column names (specify column names in
the Property Name field).
o Note: The first column must include hostnames that can be specified either in FQDN or short
format.
Ensure that the number of column names specified in the Property Name fields is the same as the
number of columns in CSV text.
Click Submit.
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5.1.2 Displaying Stored Resource Properties

To display custom resource properties that are already defined, open Admin » Database page. Then execute
the following query:

SELECT resource, name, value FROM ResourceProperty ORDER BY LOWER(name),
LOWER(resource), LOWER(value)

Embedded Database

SELECT resource, name, value FROM ResourceProperty ORDER BY LOWER(name), LOWER(resource), LOWER(value)

[ Submit ] [ Export to CSV ] Format Time: | Yes El Max Rows:

resource name wvalue
CUPITMNTZ0 appgroup APP-0
CUPNTAFPFO1 appgroup APP-0
axidellvm3:LZ CLIMede 1
cupsolapp0l:KUX CLIMode 2
CUPSOLAPPOZ: KUX CLIMode 1
Frimary: AXIBOOK:NT CLIMode 1
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6. Adapters

Open Admin » Adapters page to view adapter status.

Figure 6-1: The Adapters page

Adapters

D

Name Host

Discovery Status

Synchronized

36

dfm drb | 127.0.0.1

RORNRN NN NN OK

09/12/10 13:31

Refer to the Axibase Storage Reporter Installation Guide for adapter configuration details.

Each adapter is refreshed once every three hours but can be also reloaded manually. Manual reload is useful
if you need ASR to discover new changes that were recently introduced into the underlying tools.

Reloading an Adapter

1. Open Admin » Adapters page.

2. Click the required adapter.

3. Click Reload to initiate the reload process. It may take a few seconds for the request to be processed.
Edit Adapter

Name dfm_drb [36]

Host DFM Database Settings
Host 127.0.0.1 Database Type Sybase [=]
Port a0 Host
df -k Qutput Directory C:/docs/clients/netz Port 1527
Group-to-Server File C:/Users/Sergei/De Database Name adb
Volume-to-Server file C:/Users/Sergei/De User app
Cache TTL {min) 4 Password e

Celete Validate Reload [[] Advanced Settings

4. Open Admin » Adapters page, and then click the green progress bar to check the discovery report.
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7. Mail Client

ASR includes a built-in SMTP mail client that can be configured to send various reports, error alerts and any
other information via email. The mail client must be configured correctly to communicate with an SMTP mail
server.

Figure 7-1: Mail Client page.

Mail Client

Configuration

Mail Server Name

Axibase Mail Server

SMTP Server

smtp.axibase.com

SMTP Port

587

SMTP Sender Address

fabrica@axibase.com

SMTP Authentication

es [=]

SMTP User

fabrica@axibase.com

SMTP Password

SMTP Localhost axiport
Status OK
Update

Test Email

Email Address
Message Subject

Debug Log

DEBUG: getProvider() returning javax.mail. Pravider [TRANSPORT, smtp, com.sun.mail.smtp.¢
DEBUG SMTP: useEhlo true, useAuth true K
DEBUG: SMTPTransport trying to connect to host "smtp.axibase.com”, port 537
DEBUG SMTP RCVD: 220 smipauthO1.csee.onr .siteprotect.com ESMTP B
DEBUG: SMTFTransport connected to host "smip.axibase.com”, port: 537

DEBUG SMTP SENT: EHLO axiport

DEBUG SMTP RCVD: 250-smtpauth0l.csee.onr siteprotect.com

250-PIPELINING

250-517E 69905065

250-ETRN

250-5TARTILS

';":TJ.\I T4 NTEEST-MNG R AMJ:»:I[’\: 1 METH BIATH .

Table 7-1: Mail Client configuration parameters

Parameter Default Value Description

Mail Server Name Axibase Mail Server The name of the mail server.

SMTP Server mail.axibase.com SMTP host.

SMTP Port 25 SMTP port.

SMTP Sender Address fabrica@axibase.com SMTP sender address.

SMTP Authentication Yes Indicate if SMTP authentication is
enabled.

SMTP User SMTP username.

SMTP Password SMTP password.

SMTP Localhost Name of the local machine.
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The mail client keeps track of outgoing email messages and their status. The mail log can be useful for audit

purposes as well as for troubleshooting.

Figure 7-2: Mail Log table.

AXIBASE

Mail Leg: 51 Items
Server Id Time Recipient Subject Attachments
W | FFEAE6GBC1B2D15ED | 09-Dec-10 10:31:27 | support@axibase.com | Axibase Storage Reporter started on SVOSWGNTBOS at 09-Dec-10 10:31:21
B | FFEAESBC1B2D19ED | 09-Dec-10 10:31:24 | fabrica@axibase.com Sender check: SWVOSWGNTEBOS; localHost= axiport
W | FFEAE6GBC1B2D15ED | 08-Dec-10 18:32:38 | support@axibase.com | Axibase Storage Reporter shutting down on SVOSWGNTBOS at 08-Dec-10 18:32:38
W | FFEAE6GBC1B2D1SED | 08-Dec-10 10:59:08 | support@axibase.com | Axibase Storage Reporter started on SVOSWGNTBOS at 08-Dec-10 10:59:03
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8. Server Health

The server health page displays the current status of Axibase Server components, showing:
> Java memory usage
> Operating System CPU usage with an analysis of the top-10 processes
> Operating System memory usage with an analysis of the top-10 processes
> Operating System disk space usage
> Open alerts.
Figure 8-1: Server Health page

Server Health

Memeory, Mb
Memory Max 508
Memory Total 267
Memory Used 235
Memory Free 31

[[Run WM garbage collector |

Walidate Installation

0S Report

Sample Time 09-Dec-10 13:53:19 [Refresh]

CPU 17% {17% 0% 14% 0% 1% 24%}

CPU Detail total= 17%; user= 3%; privileged=17; interrupt= 0%

Disk disk.space: 234.4 GB [/ 287.2 GB : 81.6%

Memory free.physical.memory: 1,006.8 MB {1,006.8 MB 1.0 GB 1.1 GB 1.2 GB 1.3 GB 1.3 GB}
PID Name CPU, % Virtual Private Working Set
923 MsMpEng 0.0 220.4MB 143.7 MB 60.5 MB
1912  axibase_sr 0.0 720.9MB 313.5MB 2592.6 MB

Processes 3188 dwm 1.0 185.3 MB 77.3 MB 39.0 MB
3788  swvchost#10 1.0 72.1 MB 6.7 MB 13.2 MB
4368 WINWORD 0.0 544.8MB 182.3 MB 229.2 MB
4820  Photoshop 55.0 407.9MB 165.2MB 167.9 MB

If the local disk is running out of free space, you can relocate a Windows server Axibase installation to
another location.
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9. Relocating Axibase Installation

10.
11.

Stop the AxibaseApp service

Copy C:\Program Files\Axibase Storage Reporter directory to D:\Program Files\ Axibase Storage
Reporter (or another location)

Enter regedit at the prompt
Open HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\AxibaseApp
Modify all references to the old installation directory in the following registry keys:
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\AxibaseApp\ImagePath
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\AxibaseApp\Parameters
JVM Library
JVM Option Number 0
JVM Option Number 1
JVM Option Number 2
System.err File
System.out File
Exit regedit.
Start AxibaseApp service.

Wait for the server to start. Open the daily log file and locate the following line:

13:41:49 [main] INFO Config.<clinit>(54) : server.id= 8F859D026AAFBE2E

Login into Axibase and execute the following query in [Admin] -> ‘Database’:

UPDATE ServerConfig SET ServerId = 'C865A6FAB77C0B08'

Restart AxibaseApp service one more time.

This ensures that old server settings ([Admin] -> ‘Settings’) are applicable to the new server.id which is
unique to the hostname and installation directory.
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Figure 9-1: Windows Registry ImagePath key

Fromen T T T e e T

File Edit View Favorites Help

b-igy arc “ || Mame Type Data
by arcsas 2b) (Default) REG 5Z (value not set]
? k- P:EsercMac i‘_’JDescription REG_5Z Axibase Application Server
¥ o 25 DisplayN REG.SZ Aibaseh
- J\ AudioEndpointBuilde — “J A - ——"
: Audiosry _ ||| 3| ErrorControl REG_DWORD (00000001 (1)
e =
B liTaseAq};ﬂ i iﬂlmagepath REG_EXPAND_SZ "C\Program Files\Axibase Storage Reporter\AxibaseServer\app\bin\axibase_sr.exe”
_m&“ i‘_'JObjectName LocalSystem
bl AodnstsV wo| Start 0:00000002 (2)
- blGbdrv 4 Type 000000010 (16)
. b3Tnddlx
1 BattC
| RRESIC

File Edit View Favorites Help

bl ApplD * || Name Type Data
b ApplDSue ) Defaut) REG.5Z
v+l Appinfo Ek]JVM Library REG_SZ C:\Program Files\ Axibase Storage Reporter\ AxibaseServer\java\jré\bin\client\jvm.dll
>+ AppMgmt #%1VM Option Cou... REG_DWORD (00000005 (5)
i j ::E;a; 3,!']JVM Option Nu... REG_SZ -Djava.class.path=C:\Program Files\Axibase Storage Reporter\AxibaseServer\app\bin'bootstrap.jar: C:\Program Files\Axibase Storage Reporter\...
. ; fsynclac 3,!']JVM Option Nu... REG_SZ -Deatalina.home=C\Pragram Files\Axibase Storage Reporter\ AxibaseServer\app
L 1. atapi Q?JJVM Option Nu.., REG_SZ -Djava.endarsed.dirs=Ci\Program Files\Axibase Storage Reporter\AxibaseServer\appicommanendorsed
) AudoEndpointsuldl || 2SVM OptonNu... REG 57 AmsaM
50l Audiosv 3B]JUM Option Nu... REG SZ HmS1M
" | Mxibasehpp ab|Start Class REG_SZ org.apache.catalina.startup BootstrapService
© Ll Parameters alt|Start Method REG_SZ main
> Aodnstsy #%)Stert Param Cou... REG_DWORD (00000001 (1)
1| b0Bbdrv 3b]Start Param Nu... REG_SZ start
1. b5Tndb0x #b|Stop Class REG_SZ org.apache.catalina.startup. BootstrapService
| BattC ab|Stop Method ~ REG_SZ main
v, BDESVC #4/Stop Param Cou.. REG_DWORD 000000001 (1)
vl Beep abStop Param Nu... REG_SZ stop
bol BFE b|System.err File  REG_SZ C:\Program Files\Axibase Storage Reporter\logs\\stderr.log
b 312 . :?]Sy;tem‘out File  REG.SZ C:\Program Files\ Axibase Storage Reporterilogs\\stdout.log
b+ blbdrive
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10. Updates

ASR implements a self-update capability. You can download new patches from the Axibase update server and
install them on the Admin » Updates page.

Figure 10-1: Updates page

Updates
Host Name SVOSWGNTBOS
Local Time 09-Dec-10 13:58:29 GMT+3
Entitlement confirmed. Licensed agents: -1. Current agents 0.
Entitlement

host=SVOSWGNTBOS ; resources=274 ; hosts=272 ; agents=0 ;
adapter_types=11 ; adapters=1

Installled
Version 207
Patch
Revision Number 706
Build Time 03-Dec-10 11:31:36

Check for updates

Local Installation

Installation Backup

Axibase patches are cumulative; that is, each patch completely reinstalls Axibase Server application files
while retaining customer’s existing configurations in the embedded Axibase Database.

You should always back up ASR as part of the installation process. Use the Installation Backup link, which
allows you to back up the database, application and report files to a directory on the local disk.

To view the change log and to install new patches:
1. Ensure that outgoing HTTP connections to the Axibase update server (axibase.com) are permitted.
2. Click the Check for updates button.

3. Check the Admin » Users page to see if anyone is using ASR. If so, send a scheduled maintenance
notification to the current users or the end-user distribution list, as appropriate.
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4. Click the Download button to download the new patch.

Updates
Hixst Hames SYCSWGENTE0E
Locsl Time O%-Dac-10 13:55:3% GMT+2
Entitbemsent condirmed. Licensed agents: -1. Current agenis 0.
Entitlement | host=EWOSWEHTEDS | rescurcess 274 ; hosts=272 ; agentssa |
| adapter_types=11 | sdapters=1
Instalibed Availabin
WERSIDn i) froir)
Patch
Ravisicr Numbar Too T
Buid Time 03-Cec-10 L1:31138 13-Dec-10 11231238
Update 207_714 Z
= Addsd s traang bar templates :
Update 207_715
= DOFM Ldapter memary footornt reduced by Si0kbyoes per fler
Cramge Lig » [MPDSTANT: w306 requres IVH to 1.5, Chck hare for morn mformeson
Update 307_737:
» DOFM Adapter: sddad mn cption to dump voluma megpings to C5W fiex for reccveny in OR
sPLaliong
= Amaeon sdspten sdded sumpodt for ROS =
_rimlsad |
Teasl 1]

5. Click Install to confirm installation. Axibase Server will be restarted as part of the installation process.

Updates

| Patich File C:fProgram Files/Sxibase Storage feporter/patch/patch_sr_207_727.zp

| =

If outgoing HTTP connections to the Axibase patch server are not permitted, download the latest patch file
(typically named patch_sr_{VERSION}_{REVISION}.zip) from a URL provided by Axibase support engineers.
Click the Location Installation link to upload and install the new patch file manually.
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11. Error Logs

ASR error logs are available on the Admin » Error Logs page in zip format. The Current Log includes a log
file containing messages generated by the Axibase Server since the last log rotation. The Log Archive contains
all log files for the last 2 weeks. Log files older than 2 weeks are deleted.

Log rotation occurs at 0:00 (local time) each day, when a new current log file is created. Log file naming
format is axibase_YYYY-MM-DD.log. Naming format and file location cannot be modified.

Figure 11-1: Error log console

Error Logs

Streaming Leg
Caily Log (zip
Log Archive (zip

Modify Logging Level
TRACE [+]

To modify logging level for a particular Java class, change the Modify Logging Level drop-down list to
increase or decrease the amount of detail written to the log, then click Submit. The names of specific Java
classes are provided by Axibase support engineers upon request.

The available logging levels are (in order from least to most detail):

= Error
=  Warn
= Info

=  Debug
= Trace
= Fatal
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12. Embedded Database

ASR utilizes an embedded Java database, Apache Derby, for persistence services. By default, the database
starts in the embedded mode and is only accessible by administrators via the web-based SQL console at
Admin » Database. The console accepts all DML and DDL queries and should not be used unless instructed
by Axibase support.

12.1 Remote Access to Axibase Database

For integration purposes, ASR supports access to the embedded database using JDBC (Java Database
Connectivity) protocol.

12.1.1 Configuration

You can configure database server properties using the config.properties file, which is located in
{AXIBASE_INSTALL_DIR}/AxibaseServer/config directory.

Setting Default Value Description
DATABASE.NET SERVER.ENABLE | false False - start the database in the embedded
D mode

True - start the database in both the
embedded and network mode

DATABASE.NET_SERVER.PORT 1527 The TCP/IP port on which the database
server creates a listening socket. The server
binds to the 0.0.0.0 address and is
accessible on all interfaces. An error
message will be logged to the application
log file if the port is already in use by
another process.

DATABASE.NET_SERVER.PASSW | read-only-123 Password for the ‘guest’ user account.
ORD

12.1.2 Drivers

In order to establish a connection to the embedded Apache Derby database, you must download 10.2.1.6
libraries from the following URL: http://archive.apache.org/dist/db/derby/db-derby-10.2.1.6/db-derby-

10.2.1.6-lib.zip.
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12.1.3 Connection Parameters

Driver class name:
Jar file:
Connection URL:
Database:
Schema:

User:

org.apache.derby.jdbc.ClientDriver
derbyclient.jar
jdbc:derby://<host>:<port>/<database>
adb

app
guest

Note: The database can only be accessed in read-only mode.

12.1.4 Java Program Example

Refer to the following Java example to establish a connection with the embedded database:

Connection conn = null;
try {

String host = "awd_hostname";
int port = 1527;
String database = "adb";
Class.forName("org.apache.derby.jdbc.ClientDriver");
String dbURL = "jdbc:derby://" + host + ":" + port + "/" + database;
Properties props = new Properties();
props.setProperty("user", "guest");
props.setProperty("password", "read-only-123");
conn = DriverManager.getConnection(dbURL, props);
System.out.println("connection established");
Statement stmt = conn.createStatement();
ResultSet rs = stmt.executeQuery("SELECT * FROM APP.ShiftCalendar");
System.out.println("statement executed");
while (rs.next()){
String name = rs.getString("Name");
System.out.println("calendar: " + name);

} catch (Exception e) {

e.printStackTrace();

} finally {

if (conn != null){
try {
conn.close();
} catch (Exception ex) {
//ex.printStackTrace();
}
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12.1.5 Table Schema

You can use a number of commercial and free database tools to view schema definitions and stored data in
the embedded Axibase database.

This example is a free DbVisualizer product, obtained at http://www.ming.se/products/dbvis

‘ File Edit View Database SQL Bookmarks Tools Window Help

vsHRC: BEWFQ

{13, object View | B> 5QL Commander

§i¥ Table: AUDITLOG
b | APP | TARE | AVDITLOG

6 Info | (T3 Columns)| (3 Dot | G5 Row Count| s, Primary Key | & Indexes | 4B Grants | ‘w Row 1d | = References|
20|25 7

't

3] AUDITLOG

5] AUTOACTION

1 1258376246270
2 1258376255411
3 1258455852979
4 1258455871665

1 (ol
1{null)
1 (o)
1 {mull)

Hos1=127.0.0.1
()
Hos1=127.0.0.1
()

O WiN -
- - A -
e

5 1258456030225 1 {pult) Host=0:0.00.00.01

it

Lad:2Rts)

&
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13. Regular Tasks

In addition to enabling monitoring of the Axibase Server in the Admin » Settings » Server section, you
should undertake regular ASR status checks in accordance with the following schedule:

Task Frequency Description

Check adapters Weekly Adapters implement key functionality for integrating ASR with

Admin » underlying data sources. It is important to ensure that adapters are

Adapters functioning without any errors and that they are continuously
updated. If an adapter appears to be unstable, click the adapter name
and click Validate to verify the connection settings are accurate. If
validation is passed, click the Reload button to re-discover resources
and schemas exposed by this adapter.

Check email log Weekly and ASR keeps track of the status of all outgoing email messages,

Admin » Mail first day of including those §ent by the ASR re.portlr?g e.nglne as part. of the

Client each month template execution process. If Mail Service is not operating properly,
not only is report delivery affected but the delivery of critical alerts
generated by server monitor is not possible.

Remove/lock Every 3 You may need to remove or lock accounts for those users who no

inactive users months longer need to access Axibase Storage Reporter or who are no longer

Admin » Users author¥zed. to do this. It 1s.part1cu.la.rly 1m.portant }.701.1 verify .
authorization for users with administrative permissions (Admin role)
and users with access privileges to all servers. As an alternative to
deleting an account, which also deletes the user’s personal reports
and settings, you may opt to lock the account instead.

Backup ASR Every week It is important to back up ASR and its database to ensure that all

Admin » Updates confl.gur.atlons can be reco.vered quickly in case of 1rrecoverabl_e

. application error, patch failure or embedded database corruption.
» Installation _ _ o _ _
Backup Alternatively, if ASR is installed on Linux, you can add a cron job to

execute a backup script provided by Axibase. See Section 9 for details.
It is a good practice to back up ASR prior to patch installation.
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14. Security Profiles

The security profile is a set of recommended configuration settings that control the security behavior of the
Axibase Server. ASR can be configured to operate in both Standard and Enhanced security environments.

Table 14-1. Supported Security Profiles

Configuration Setting Standard Enhanced How to change
Axibase Server protocol http https Section 14.1

Auto-login for administrators Enabled Disabled Admin » Settings » User
Auto-login for non-administrators Enabled Disabled Admin » Settings » User
User session timeout 60 minutes 30 minutes Admin » Settings » User
User session max duration 1 day 8 hours Admin » Settings » User
Remote access to Axibase database | disabled disabled Section 12.1
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14.1 Enable SSL on Axibase Server

By default, the Axibase Server is configured to accept incoming connection via the HTTP protocol on port 80
(8080 on Linux/UNIX). The steps below describe how to add an SSL connector for secure (encrypted)
communication.

14.1.1 Download the Java Development Kit

> The JDK 1.6 is currently available at
http://www.oracle.com/technetwork/java/javase /downloads/jdk6-jsp-136632.html. Please note
that registration with Oracle (Sun) Developer Network is required to download the installer.

> Make sure you select the correct operating system version and bit level in the Platform drop-down.
There is no need to install the ]JDK on the Axibase Server machine. You can install it on your
computer.

Java SE Development Kit 6u21 Download Java SE Development Kit 6u21 for Windows x64,

Provide Information, then Continue to Download Multi-language
Welcome, Sergei | Logout Downioad Information and Files

There is more information on the available files for download on the Supported
System Configurations page. There is more information on the available files for download on the Supported

System Configurations page.
Select Platform and Language for your download:

Instructions: Click the file name to startthe download.

Platform: | Windows x64 i §
Language: Multilanguage Available Files
8y selecting ‘Continue’ below, you hereby acceptthe terms and conditions ofthe Java SE Java SE Development Kit6u21 66.33 M8

Development Kit 6u21 License Aqreement * j0k-Bu21-windows xb4.exe

Notes:

- For download problems or questions, please see the Download FAQS.

« Ifyou logged in first, you can complete this download any time in the next 30 days. Justvisityour
Download History.

« For Customer Senvice, contact Download Customer Service

14.1.2 Install the JDK

1@ Java(TM) SE Development Kit 6 Update 21 - Custom Setup

{@ Java(TM) SE Development Kit 6 Update 21 - Setup [x]

ORACLE’

Java

Select optional features ta install Fram the list below. Vou can change your cheice of features after

Welcome to the Installation Wizard for Java™ SE Development Kit 6 Update 21
installation by Using the Add/Remove Programs tilly in the Control Panel

Feature Description
Java(Ti) SE Development Kit &
Update 21, including private JRE
6 Update 21, This wil require
300MB o your hard drive,

This wizard wil guide you through the installation process for the Java SE Development
Kit & Update 21,

Install to:

C:|Program Files| Javaljdk1.6.0_21} Change...
< Back I Mext = I Cancel |

] Cancel
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14.1.3 Generate a self-signed SSL certificate using keytool program

> Open command prompt

> Create a directory where output files will be generated, e.g. C:\files

> cdto JDK installation directory (e.g. C:\Program Files\Java\jdk1.6.0_21)
> cd to bin directory

> Execute the following command at the prompt:
keytool -genkey -keyalg RSA -validity 3650 -alias tomcat -keystore C:\files\keystore

Note for Windows 7/2008: make sure that keystore file is not Hidden to avoid FileNotFound error

c :“Program Files (x86>~Javasjdkli.6.0_165hin>keytool —import —alias root —-keystore C:nfiles
Nkeystore —file C:infilessatom_axibase_com.ca—-bundle —trustcacerts
Enter keystore password:

Certificate was added to keystore
keytool error: java.io.FileMotFoundException: C:sfilesskeystore (Access iz denied)

> Instead of first and last name, enter hostname (or fully qualified hostname) of the Axibase Server, e.g.
cupntapp01 or cupntapp01.corp.axibase.com

> Complete other fields using the below screenshot as an example and take note of the keystore
password. When prompted for <tomcat> password, press Enter.

& C:files

File Edit Wew Faworites Tools  Help

-a} Back ~ ) - & | Search Folders | i )( E’ | El-

Address I_} Z:Files

Marne = | Size | Tvpe | Dake Modified | .C\ttributesl
keystare ZKE File 10§20/2010 BOLPM A

3 WINDOWS system 32 cmd.exe

C:“Program Files“Javasjdkl.6.@_21~hin}keytool —genkey —alias tomcat —keyalg RSA
—uvalidity 1888 —-keystore C:-files“keuystore
Enter keystore password:
Re—enter new password:
What is your first and last name?
[Unknownl: cupntappdl
lhat iz the name of your organizational wnit?
[Unknown]:
What iz the name of vyour organization?
[Unknownl: Axibase
lhat iz the name of your City or Locality?
[Unknownl: Cupertino
What is the name of your State or Province?
[Unknownl: CA
lhat iz the two—letter country code for this wunit?
[Unknownl: US
Is CM=cupntappBl, OU=IT. O=Axibase, L=Cupertino. ST=ChA, C=US correct?
[nol: wyes

Enter key password for {tomcat>
CRETURMN if =zame as keystore password):

C:wProgram Files“Javasjdki_.6._.B8_21~binXx_
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If all fields are set, keytool will generate a new keystore file in the output directory.

14.1.4 Deploy an SSL certificate into Axibase Server

Copy keystore file to ..\AxibaseServer\app\conf directory on the Axibase Server
Create a backup copy of ..\AxibaseServer\app\conf\server.xml to server_old.xml
Open ..\ AxibaseServer\app\conf\server.xml and add an SSL Connector element below the existing

(port 80/8080) Connector:

<Connector className="org.apache.catalina.connector.http.HttpConnector"
port="443" minProcessors="3" maxProcessors="128"
enablelLookups="true" acceptCount="50" debug="0"
scheme="https" secure="true">
<Factory className="org.apache.catalina.net.SSLServerSocketFactory" keystorePass="T_vol#123"
keystoreFile="C:\Program Files (x86)\Axibase Warehouse Designer\AxibaseServer\app\conf\keystore" />

</Connector>

Make sure you specify the same password in keystorepass attribute that was used to create the
certificate with keytool.

Make sure that keystorefile specifies the correct path to keystore file.
Save server.xml file.
Restart AxibaseApp service.

Verify that Axibase is accessible at https://axibase server hostname

You should see a security warning because the certificate is self-signed. Other than this, the traffic is
now encrypted with SSL.

If the above fails, roll back to server_old.xml and restart AxibaseApp service. Send error.log to
Axibase support for review.

14.1.5 Sign a self-signed SSL certificate to remove security warnings

Open command prompt

cd to JDK installation directory (e.g. C:\Program Files\Java\jdk1.6.0_21)
cd to bin directory

Make sure that file keystore is located in C:\files

Execute the following command at the prompt:
keytool -certreq -alias tomcat -keystore C:\files\keystore -storetype JKS -file
C:\files\tomcat.csr
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> keytool will generate a new tomcat.csr file that you can submit to a Certificate Authority for signing.
The Certificate Authority will return 2 files: a signed certificate named tomcat.crt and a chain
certificate named ca_certs_chain.crt

> Import the certificate chain into the keystore
keytool -import -alias root -keystore C:\files\keystore -file C:\files\ca_certs_chain.crt —
trustcacerts

> Import the signed certificate into the keystore
keytool -import -alias tomcat -keystore C:\files\keystore -file C:\files\tomcat.crt -
trustcacerts

> Restart AxibaseApp service.

> Verify that Axibase is accessible at https: //axibase server hostname

> The security warning should now disappear.
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Appendix A: Settings

Most of the following settings can be configured on the Admin » Settings page.

A.1 User

Table A-1: User Settings

Name Default | Min Max Description

ACTION LOG Yes Track user actions in the embedded database.
ENABLED

AUTOLOGON Yes Enable auto-login for users with administrative
ADMIN ENABLED privileges.

AUTOLOGON 3 days lhour |1 The auto-login expiration interval for users with
ADMIN INTERVAL month | administrative privileges.

AUTOLOGON Yes Enable auto-login for users without administrative
NONADMIN privileges.

ENABLED

AUTOLOGON 3 days lhour |1 The auto-login expiration interval for users without
NONADMIN month | administrative privileges.

INTERVAL

OPENID LOGIN No Allow users to log in with their credentials verified
ENABLED by an OpenlID provider such as google.com.
SESSION MAX 1 day 8 hours | 1 week | The maximum duration of a user session.
DURATION

INTERVAL

SESSION 60 30 1 week | The period of inactivity allowed before a user is
TIMEOUT minutes | minutes logged out.

INTERVAL

SIGN UP No Allow users to self-register in Axibase.

ENABLED
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Name Default | Min Max Description

SIGN UP NOTIFY If you allow users to self-register, enter an

EMAIL administrator email address. Notification will then

be sent here when a new user submits a self-
registration request.
Table A-2: LDAP settings

Name Default Min Max Description

BASE LDAP base.

BIND USER ID Bind user ID.

BIND USER Bind user password.

PASSWORD

ENABLED No Enable user authentication using
Lightweight Directory Access Protocol
(LDAP).

HOSTNAME Hostname or IP address of the LDAP
Server.

PORT 389 1 65,535 | Port number of the LDAP server.

SEARCH No Enables recursive searching of the LDAP

RECURSIVELY directory, starting with base as the root
object.

SSL No Use SSL protocol to connect to the LDAP
Server.

USER FILTER sAMAccountName={0} Filter to apply to LDAP records.
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Table A-3: Server settings
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Name Default | Min Max | Description

DATABASE List of ; separated pruning entries using format

PRUNE table_name.column_name=retain_days. For example,
MailMessage.SendTime=14. Records that are older than
the stated retention period will be deleted.

DRIVER LOGIN 60 -1 3,600 | Database connection timeout in seconds. Applicable to all

TIMEOUT databases except an embedded Axibase database.

SECOND

EMAIL No Validate email addresses using RFC 5322, which allows

VALIDATE RFC addresses without a domain suffix; e.g. local-part@domain.

ENABLED

EXPRESSION No Use SQL wildcards (?,%) instead of regex wildcards (.,*).

SQL

WILDCARDS

LOCALES Supported language locales. By default, only English (US)
locale is supported.

MONITOR CPU 80 100 Average CPU usage threshold in megabytes (over 3

THRESHOLD consecutive samples).

MONITOR DISK | 1000 Minimal free disk space threshold in megabytes.

THRESHOLD MB

MONITOR Email address(es) for sending error notifications.

EMAIL

MONITOR Yes Enable component checks.

ENABLED

MONITOR 3hours | 1hour |1 Grace interval for reporting an error.

GRACE week

INTERVAL
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Name Default | Min Max | Description
MONITOR 10 1 1 day | Interval at which the Axibase server checks its
INTERVAL minutes | minute components for errors.
MONITOR 200 Minimal free OS memory threshold in megabytes.
MEMORY
THRESHOLD MB

A.4 Updates

Table A-4: Updates settings
Name Default Min | Max Description
HOST axibase.com Hostname or IP address of the Axibase update server.
PATH / URL of the update application on the Axibase update

server.

PORT 80 1 65,535 | Port number of the Axibase update server.
PROTOCOL http Protocol (http or https) of the Axibase update server.

A.5 Adapter DFM

Table A-5: Adapter DFM settings

Name Default Min |Max Description
CACHE REPORT Yes Cache mappings.
CSV DUMP Absolute path to a directory where
DIRECTORY mapping files will be saved in CSV
format.
CSV DUMP 7 1 365 Retention period (in days) for mapping
RETENTION DAYS files in CSV format.
DFK SEPARATOR "++++++ doing Separator in df-k dump file.
56 | Axibase Storage Reporter - Administration Guide




AXIBASE

Name Default Min |Max Description

DFM DISPLAY DATA |Yes Display spare disks.

SPARES

DISPLAY BETA TAB |No Display Beta tab.

DISPLAY DATA No Display Snapshot Free.

SNAP FREE

DISPLAY DATA No Display Data Unallocated.
UNALLOCATED

DISPLAY STORAGE |Yes Show Storage tab.

TAB

IGNORE EXPORT Ignore export declarations.

SERVERS

MAP EXPORT Yes Ignore read-only nfs exports for
READONLY IGNORE mapping.

MAP IGROUP com.microsoft:;igroup_ List of IGroup prefixes to trim to obtain
PREFIX server names.

MAP IP RANGE 10 1,000 |[Minimum number of servers in IP range.
ENABLED COUNT

MAP SERVERMIN |3 2 100 Minimum length of the server
LENGTH name/hostname.

MAP SERVER TRIM |'-VMKERNEL-NFS List of suffixes to trim to obtain server
SUFFIX names.

MAP VOLO IGNORE |Yes Ignore Vol0 for mapping.

MAP VOLUME LUN  |*scsi* Ignore luns matching one of the
NAME IGNORE specified filters.
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Name Default Min |Max Description
MAP VOLUME TRIM |_hba;_iboot;_boot; List of suffixes to trim from volumes to
SUFFIX _lundata;_data;_nim; obtain server names.

_sysdata;_userdata;

_snapinfo;_logsdata;

_apps;_snapinfo;

_sqluserdata;_sqlsnapinfo;

_sqlsysdata;_app;_log;

_sqllogsdata;_userprofile;

_src;_template;

_boot_good;_boot_lun;

_apps_lun
MAP VOLUMES No Map Storage Volumes to Servers.
NON ALIAS HOST prd;prod;stg;dev;tst;test; List of df-k non-alias host suffixes.
SUFFIX biz;filer;dr
OBJECT CLEANUP  |Yes Clean up DFM objects during adapter

refresh.

RESOLVE IP Yes Resolve IP during df-k mapping.
SHOW UNMAPPED |Yes Show unmapped volumes.
VOLUMES
SPACE AGGREGATE |Aggregate Free Name for Aggregate Free category.
FREE NAME
SPACE DATA Allocated for Data Name for Data allocated category.
ALLOCATED NAME
SPACE DATA Available Name for Available category.
AVAILABLE NAME
SPACE DATA FREE |Data Free Name for Data Free category.
NAME
SPACE DATA Growth Capacity Name for Growth Capacity category.
GROWTH NAME
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Name Default Min |Max Description

SPACE DATA USED |Data Used Name for Data Used category.

NAME

SPACE OVERHEAD |Overhead Name for Overhead category.

NAME

SPACE SPARE NAME |Spare Capacity Name for Spare Capacity category.
SPACE SPARE Spare Reserve Name for Spare Reserve category..
RESERVE NAME

SPARE DISK 4 100 Default number of spare disks per filer.
RESERVE
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